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California Courts Continue Limiting Liability For 
Health Care Privacy Breaches 

By Michael F. Klein 

According to the latest statistics, health care providers will be disproportionately 
affected by data breaches in 2014 when compared to other industries.  Over the 
past five years, there were 804 health information data breach incidents reported, 
and the actual number is likely much higher.  Out of those 804 reported incidents, 
a total of 29,276,385 patient records were affected, and in 2013 alone, 7,095,145 
patient records were breached.  In a 2013 study, the average number of records 
exposed in health care data breaches was 2,300,000.  The average cost of legal 
defense was $574,984 and the average cost for breach investigation, remediation 
and notification expenses was $737,473.  In a similar study, there was a 137.7% 
increase in the number of patient records breached in 2013 when compared with 
2012.  The risks are very real and growing. 

The increasing volume of health care data breaches makes this field an attractive 
target for the plaintiffs’ bar.  As there is no private right of action for damages 
under the primary federal health care privacy law, the Health Insurance Portability 
& Accountability Act of 1996 (“HIPAA”), California plaintiffs have turned to 
California’s Confidentiality of Medical Information Act (“CMIA,” Cal. Civ. Code §56 
et seq.) for redress.  However, within the last several months, two California 
appellate decisions have made the recovery of damages under CMIA significantly 
more difficult. 

In The Regents of the University of California v. Sup. Ct. (Melinda Platter), 220 
Cal.App.4th 549 (2013), the Second District Court of Appeal issued an opinion in 
connection with a putative class action involving a reported health care data 
breach at the UCLA School of Medicine.  In Regents, a UCLA administrative officer 
reported that an encrypted external hard drive containing personally identifiable 
medical information, as well as the computer password, had been stolen.  A class 
action seeking damages pursuant to CMIA was subsequently filed.  The Regents 
filed a demurrer to the plaintiffs’ complaint asserting that while the hard drive was 
lost, the plaintiffs had not alleged that third parties had actually viewed the 
individually identifiable medical information on the drive.  The trial court overruled 
the demurrer.  The Regents sought relief by writ petition.  The Court of Appeal 
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granted the petition, concluding that a plaintiff who cannot allege his or her information was improperly 
viewed or otherwise accessed by a third party cannot state a claim under CMIA. 

On May 21, 2014, California’s Fourth District Court of Appeal filed another case that limited the scope of 
CMIA.  In Eisenhower Medical Center v. Superior Court (Malanche), ___ Cal.Rptr.3d ___, 2014 WL 
2115216, the Court considered a case where a computer stolen from the Eisenhower Medical Center 
contained a database with information related to 500,000 hospital patients dating back to the 1980’s.  The 
information was password protected but the data itself was not encrypted.  The information on the computer 
was demographic in nature and consisted of patient names, medical record numbers, ages, dates of birth, 
and partial social security numbers.  The class action complaint asserted claims under CMIA and the 
California Customer Records Act.  The complaint alleged that the demographic information released in the 
data breach constituted an unauthorized release of individually identifiable health information under CMIA.  
The statutory damages sought by the putative class could have exceeded half a billion dollars. 

The hospital moved for summary adjudication of the CMIA claim on the grounds that the breach of 
demographic information did not result in a disclosure of “medical information” as defined by statute.  While 
the hospital conceded that the demographic information disclosed was “individually identifiable,” it did not 
constitute information related to “a patient’s medical history, mental or physical condition, or treatment” as 
defined under CMIA.  In response, the plaintiffs argued that the information disclosed the fact that the 
individuals received treatment at the hospital and that alone constituted protected medical information 
under the statute. 

The Eisenhower Court agreed with the hospital’s position and held that “a health care provider cannot be 
held liable under the relevant portions of the CMIA for the release of an individual’s personal identifying 
information that is not coupled with that individual’s medical history, mental or physical condition, or 
treatment.”  Although a decision that was limited to its facts, Eisenhower adds to the body of case law 
narrowing the scope of liability under CMIA. 

____________ 

Plaintiff’s CCP § 998 Offer In Excess Of Policy Limits Could Be In 
Good Faith And Therefore Valid 

By Laura K. Kim 

In Aguilar v. Gostischef, 220 Cal.App.4th 475 (2013), the California Court of Appeal upheld an award of 
Plaintiff’s costs of over $1.6 million dollars after an insurer rejected Plaintiff’s offer in excess of the $100,000 
policy limit pursuant to California Code of Civil Procedure §998, stating that the evidence supported a 
finding that the offer was “realistically reasonable” and thus was in good faith. 
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Plaintiff and Defendant were involved in a motor vehicle accident.  Plaintiff sustained severe injuries and 
incurred over $500,000 in medical costs.  At the time of the accident, Farmers Insurance Exchange insured 
Defendant under a policy with a $100,000 limit.  Three times in three months after the accident, Plaintiff’s 
counsel wrote to Farmers requesting disclosure of Defendant’s policy limits so that he could make a policy 
limit settlement demand.  Farmers did not respond. 

After Plaintiff filed suit against Defendant, Farmers offered to pay the $100,000 policy limit to settle the 
case, disclosing that was the policy limit.  Plaintiff rejected Farmer’s offer and made a CCP § 998 offer to 
compromise for $700,000.  Farmers responded to Plaintiff’s offer by again offering the $100,000 policy limit, 
which Plaintiff rejected.  At some point, Farmers intervened in the suit. 

The case proceed to trial, and Plaintiff obtained a $2.3 million verdict.  Thereafter, Plaintiff sought more 
than $1.6 million in costs. 

On his motion to tax costs, Defendant argued that Plaintiff’s offer was not made in good faith since it 
exceeded the policy limit of $100,000.  The trial court disagreed, stating that “[t]his case involves a claim 
that Plaintiff suffered the loss of a leg.  It is not bad faith for the Plaintiff to seek an amount commensurate 
to his loss.  Further, the fact that the Plaintiff recovered substantially more money than his settlement 
amount is prima facie evidence showing that the offer was reasonable.” 

Farmers appealed and argued that Plaintiff’s $700,000 CCP § 998 offer could not have been made in good 
faith, as there was no reasonable expectation that it would be accepted because Plaintiff knew the policy 
limit was $100,000 and Defendant lacked the financial means to pay.  Concurrently, the parties were 
litigating whether Farmers was liable for a judgment in excess of policy limits in a separate case. 

In analyzing Plaintiff’s CCP § 998 offer, the Court explained that an offer must be made in good faith to be 
valid.  The Court stated that “[g]ood faith requires that the pretrial offer of settlement be ‘realistically 
reasonable under the circumstances of a particular case . . . .’”  The Court applied a two-part test:  
(1) whether the offer represents a reasonable prediction of the amount of money a defendant would have to 
pay following a trial, discounted by a factor for receiving money before trial, based on information known to 
the defendant; and (2) whether the plaintiff’s information was known to the defendant so that the defendant 
had reason to know the offer was reasonable. 

Applying the above test, the Court found that there was ample evidence that Farmers should have known 
that it could be liable for a judgment in excess of policy limits.  The Court pointed out that Farmers never 
responded to Plaintiff’s requests for policy limits information and that Farmers only disclosed the policy 
limits after Plaintiff filed suit.  The Court acknowledged that this appeal was not to determine whether 
Farmers was liable for an excess judgment for refusing a reasonable offer by an injured party to settle with 
its insured.  The Court determined, however, that Farmers had not shown that it was unreasonable for 
Plaintiff to believe Farmers may be liable for a judgment in excess of limits.  Before serving the CCP § 998 
offer, Plaintiff had written to Farmers asking for the policy limits information so he could make a policy limit 
demand and further stating his position that Farmers may be liable for an excess judgment. 
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The Court noted that although Farmers vigorously disputed its liability for a judgment excess of policy limits 
(and was litigating that issue in a separate case), a liability insurer “is playing with fire” when it refuses to 
disclose policy limits and closes the door on reasonable settlement negotiations.  The Court added that 
Plaintiff’s offer of $700,000 was less than a third of the verdict.  Thus, the Court held the two-part test to 
determine the reasonableness of a CCP § 998 offer had been met. 

The Aguilar Court determined that the trial court did not abuse its discretion in ruling that Plaintiff acted in 
good faith in requesting $700,000 pursuant to CCP § 998 because the evidence showed that Farmers 
could be liable for an excess judgment.  As a result, the costs award against the Defendant was affirmed.  
Whether Farmers acted in bad faith by not promptly disclosing the policy limits or by not accepting Plaintiff’s 
offers and thus was liable for that excess judgment would be decided in the separate case. 

____________ 
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